THE UNIVERSITY OF
MELBOURNE

Reference Card: How to Eduroam with Windows XP

Introduction

Audience

Requirements

Procedure:
Connecting to
Eduroam

This reference card explains how to configure your laptop to connect to
Eduroam when visiting another educational institution
(http://eduroam/tools-and-resources.html) for example Monash University

Note: University of Melbourne students and staff cannot connect to
Eduroam when at the University of Melbourne Campus with the
exception of Royal Childrens Hospital (RCH)

University of Melbourne Staff and students

Items are needed to complete this task:
= Download and install the latest version of SecureW2 from
http://www.securew2.com/.
= Some laptops have an external wireless communication switch;
ensure this switch is in the ON position. This switch may be in
different locations on different machines

Follow the steps in the table below to connect to Eduroam

1 Open your Network Connections by clicking Start > Control
Panel > Network Connections or from your desktop right
click on the My Network Places icon and select Properties.

2 Right click your wireless connection icon and select
Properties from the menu to open the Wireless Network
Connections Properties window

Address ‘e_, Network Connections 2 ‘ w®
= | Mame Type
®)
Network Tasks ) Internet Gateway
[&] Create anew & Internet Connection Internet Gateway
connection
ﬁ Set up & home or small N
% Hfice netwark LAN or High-Speed Internet
Change Windows . "
F\rewg\l ey <L, 1394 Connection LAN or High-Speed Inter..,
) View svailable wireless <L Local Avea Connection LN o High-Speed Tnker .. |
networks

<L Local Area Connection 2 LM or High-5peed Inker .. |
fep)m '

AhLw Link Snaed Tk

& Disable this netwark.
device

% Repair this connection

bviork Connection 2,

Disable
View Available Wireless Networks
Status

\E]n Rename this connection
Repair

&) View status of this
connection

Change settings of this
connection

Bridge Connections

Create Shorkout

Rename
Other Places

Propetties

@ Control Panel

Note: To check the wireless device is on look at the first item
on the menu item, it will be Disable
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Reference Card: How to Eduroam with Windows XP, continued

procedure: GG G

Connecting to Click the Wireless Network Tab and ensure that Use
Eduroam Windows to configure my wireless network settings is ticked
(continued) then click the Add button under Preferred Networks to open

the Wireless networks properties

General | Wireless Networks |.&dvanced

( Use Windows to configure my wireless network settings ]

Livailable nebworks:

To connect to, disconnect from, or find out mare information
about wireless netwarks in range, click the button below.

Wiew Wireless Networks
Frefened netwaork.s:

Automatically connect to available networks in the arder listed
below:

Learn about setting up wireless network
configuration. =

4 The Association tab is active, enter the following information
in the correct fields

Field Action
Network name Type eduroam (case sensitive)
(SSID)
Network Select WPA2 from the menu
Authentication
Data encryption Select TKIP from the menu

5 Click on the Authentication tab and select SecureW2 EAP-
TTLS from the EAP type menu. Click the Properties button

Agsociation | Authentication |C0nnecti0n

EAP type:

Authenticate az computer when computer information is available

[] Authenticates as guest when user ar computer infarmation is
unavailable
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Reference Card: How to Eduroam with Windows XP, continued

Procedure: -_
Connecting to In the SecureW2 Configuration box click the New button
Eduroam
(continued) 4.0.0(15)
Profile l
Profile: j
W= Configure | |

7 Type the new profile name (for example eduroam) in the
Profile field and click the OK button

SecureW? New Profile E

&

SecureW?2

Profile: | eduroam

Ok | Cancel |

8 When the eduroam window appears the Connections tab is
active, ensure Use alternate outer identity checkbox unticked

Connection ]CertiFicates | swthentication ] User account ]

[ Lse aternate auker identiby |
{+
i

Enable session resumption (quick connect) [

Advanced

o]

Zancel
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Reference Card: How to Eduroam with Windows XP, continued

Procedure:  [IStepl I Action —_—

Connecting to 9 Under the Certificates tab, ensure Verify server certificate is
Eduroam unticked
(continued)

Connection  Certificates | Authentication ] User account
[ Werify server certificate

Advanced oK |

Cancel |

10 Under the Authentication tab select PAP From the Select

Authentication Method menu

Connection ] Certificates  Authentication ] Lser account ]

Select Authenkication Method:

El

[ s |

B

Advanced oK |

Cancel |

11 Under the User account tab, ensure Prompt

user for

credentials is ticked. Click the Advanced button

Cnnnection] Certificates ] Authentication  User accounk l

Prormpt user For credentials v
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Reference Card: How to Eduroam with Windows XP, continued
Procedure: -_

Connecting to In the SecureW?2 Advanced box ensure all items are unticked
Edur.oam Click the OK button to close all dialogue boxes and return to
(continued) the Network Connections window

13 In the Network Connections window right click on Wireless
Network Connections and select View Available Wireless
Networks

Address t!, Network Connections

| Name Type s
Network Tasl )

34| Create anew LAN or High-Speed Internet
connection

@ Change Windows L. 1394 Connection LAN or High-Speed Inter... T
Firewall settings L. Local Area Connection LAM or High-Speed Inter...

6 view available wireless 11 \wireless Metwork Connection L&k or Hinh-Snesd Tnter By
networks Disable

& Disable this network
§ Disabl [[_ View Available Wireless Networks

% Repair this connection
Em Rename this connection

Change settings of this
connection

Repair

Bridge Connections

Create Shortout

Rename

bl

Other Places

[} Control Panel Properties

14 In the Wireless Network Connection window select
eduroam and click the Connect button

15 If you are in a coverage area, an information balloon will
appear in the system tray (at the right bottom corner of the
screen). Click the Balloon and the Enter Credentials box

pops up.

3 Wireless Network Connection

Click here to select a certificate or other credentials for
connection to the network eduroam

> |

16 When prompted enter your University of Melbourne Central

Email address (username@unimelb.eud.au) and your
University of Melbourne Central Email Password in the correct
fields and leave the Domain field blank.

Please enter your credentials:

Username: | username@unimelb.edu.au

Password: | weeesess

[ save user credentials

[ OK l[ Cancel l

Click the Ok button to connect to the eduroam network
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